(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT) 



(19) World Intellectual Property Organization 

International Bureau 

(43) International Publication Date 
5 December 2002 (05.12.2002) 




PCT 



llllll II INI INI llllllll III Mill 

(10) International Publication Number 

WO 02/097555 A2 



(51) International Patent Classification 7 : G06F 

(21) International Application Number: PCT/KR0 1/0 1151 

(22) International Filing Date: 5 July 2001 (05.07.2001) 

(25) Filing Language: English 

(26) Publication Language: English 



(30) Priority Data: 

2001/30036 



30 May 2001 (30.05.2001) KR 



(71) Applicant (for all designated States except US): LG 
ELECTRONICS INC. [KR/KR]; Yoido-dong 20, Young- 
dungpo-gu, Seoul 150-721 (KR). 

(72) Inventors; and 

(75) Inventors/Applicants (for US only): HA, Sam-Chul 

[KR/KR]; Lotte Apt., 13-201, Yongho-dong, Chang- 
won-shi, Kyongsangnam-do 641-041 (KR). BAEK, 
Seung-Myun [KR/KR]; Luckey Apt., 12-403, Ban- 
lim-dong, Changwon-shi, Kyongsangnam-do 641-180 
(KR). LEE, Koon-Seok [KR/KR] ; 17-5, Salim-dong, 
Changwon-shi, Kyongsangnam-do 641-241 (KR). LIM, 
Jeong-Hyun [KR/KR]; Jangbok Apt., 102-103, Jiny- 
ongeub, Kimhae-shi, Kyongsangnam-do 621-800 (KR). 
CHOI, Hwan-Jong [KR/KR]; LG Electronics dormitory 
H-317, 14-5, Gaeumjeong-dong, Changwon-shi, Ky- 
ongsangnam-do 641-111 (KR). KOO, Ja-In [KR/KR]; 
336-28, Hadae-dong, Jinju-shi, Kyongsangnam-do 
660-330 (KR). KIM, Dae-Woong [KR/KR] ; Daedong 



Apt., 103-1901, Sangnam-dong Changwon-shi, Ky- 
ongsangnam-do 641-010 (KR). KANG, Sung-Hwan 
[KR/KR]; LG Electronics dormitory H-102, 14-5, Gaeum- 
jeong-dong, Changwon-shi, Kyongsangnam-do 641-111 
(KR). 

(74) Agents: KIM, Yong-In et al.; Kims International Patent 
& Law Office, 15th Floor Yo Sam Building, 648-23, Yeok- 
sam-dong, Kangnam-gu, Seoul 135-080 (KR). 

(81) Designated States (national): AE, AG, AL, AM, AT, AU, 

AZ, BA, BB, BG, BR, BY, BZ, CA, CH, CN, CO, CR, CU, 
CZ, DE, DK, DM, DZ, EC, EE, ES, FI, GB, GD, GE, GH, 
GM, HR, HU, ID, IL, IN, IS, JP, KE, KG, KP, KZ, LC, LK, 
LR, LS, LT, LU, LV, MA, MD, MG, MK, MN, MW, MX, 
MZ, NO, NZ, PL, PT, RO, RU, SD, SE, SG, SI, SK, SL, 
TJ, TM, TR, TT, TZ, UA, UG, US, UZ, VN, YU, ZA, ZW. 

(84) Designated States (regional): ARIPO patent (GH, GM, 
KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZW), Eurasian 
patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM), European 
patent (AT, BE, CH, CY, DE, DK, ES, FI, FR, GB, GR, IE, 
IT, LU, MC, NL, PT, SE, TR), OAPI patent (BF, BJ, CF, 
CG, CI, CM, GA, GN, GW, ML, MR, NE, SN, TD, TG). 

Published: 

without international search report and to be republished 
upon receipt of that report 

For two-letter codes and other abbreviations, refer to the "Guid- 
ance Notes on Codes and Abbreviations" appearing at the begin- 
ning of each regular issue of the PCT Gazette. 



(54) Title: NETWORK CONTROL SYSTEM FOR HOME APPLIANCES 



< 
IT) 

in 

IT) 

ON 

o 



Master 


Request 


Slave 


Response 


Request 


Slave 


Master 


Response 





(57) Abstract: Disclosed is a network control system 
for home appliances that satisfies the characteristics of 
low-cost and high-efficiency with respect to currently 
used appliances adopting a low-performance microcom- 
puter. The system is constructed to define a master/slave 
type communication structure with respect to the respec- 
tive appliances; construct a network by connecting the 
appliances through the serial communication function; 
and enable the appliances to communicate with one an- 
other if a predetermined communication event is pro- 
duced. According to the system, an optimized network 
for the home appliances can be implemented, and opera- 
tion states of the respective appliances can be displayed 
through the co-operation among the appliances, thereby 
maximizing the user convenience. 
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NETWORK CONTROL SYSTEM FOR HOME APPLIANCES 



Technical Field 

The present invention relates to a network control 
5 apparatus and method, and more particularly to a network 
control system for home appliances. 



Background Art 

Currently, the home automation for automatically 

10 controlling home appliances at home or at a remote place- 
has been almost commercialized. In case of the initial- 
stage home automation, the respective appliances are 
separately controlled using telephones or infrared rays 
without interconnection between the appliances . At 

15 present, a network is constructed among the appliances 
using a -communication means, and a controller for 
controlling the network is provided to manage the 
appliances in integration. 

Microcomputers applied to the appliances have a 

20 built-in serial communication function, and can 
communicate with other microcomputers or appliances. This 
microcomputer has diverse sizes of resources that can be 
used in communications such as a memory according to the 
characteristic of the appliance. In case of multimedia 

25 products such as personal computers (PCs), television 
receivers (TVs), audio appliances, etc., high-performance 
hardware specifications are adopted to operate diverse 
basic functions, and the communication standard for 
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processing a large amount of data at a high speed is 
required. 

On the contrary, in case of refrigerators, washing 
machines, microwave ovens, lamps, gas alarms, desk lamps, 
5 boilers, etc., their functions are very simple in 
comparison to the above-mentioned PCs or multimedia 
products, and thus a low-performance microcomputer of 8 
bits or less is generally used. In case of the home 
appliances adopting the low-performance microcomputer, the 

10 basic remote control or monitoring of the operation state 
is the main object of the communications, and thus the 
communication standard using small-sized microcomputer 
resources is required. 

However, in case of the communication protocols 

15 being currently used or proceeding for the purpose of 
communications between the appliances, separate 
communication modules .such as modems are additionally 
installed in the respective appliances in order to use the 
high-performance communication standard applied to the PCs 

20 or multimedia appliances as it is, or the high-performance 
communication standard is partially modified. 

The conventional home appliances adopt the high- 
performance communication standard used in the PCs or 
multimedia appliances, and thus have the problems of 

25 inefficiency and increase of cost due to the adoption of 
the unnecessary communication standard higher than their 
actual functions since a separate hardware communication 
module such as a modem is to be additionally installed in 
each appliance. 



WO 02/097555 



PCT/KR01/01151 



-3- 

Disclosure of the Invention 

Therefore, an object of the present invention is to 
solve the problems involved in the prior art and to 
provide a network control system for home appliances that 
5 satisfies the characteristics of low-cost and high- 
efficiency with respect to the currently used appliances 
adopting a low-performance microcomputer. 

In order to accomplish the above-mentioned object, 
the present invention provides a network control system 

10 for home appliances provided with a low-performance 
microcomputer having a serial communication function that 
defines a master/slave type communication structure with 
respect to the respective appliances; determines a 
communication standard composed of an application layer, 

15 data link layer, and physical layer according to the 
communication structure; constructs a network by 
connecting the appliances through the serial communication 
function; and enables the appliances to communicate with 
one another in the unit of a' specified packet according to 

20 the communication structure and communication standard if 
a predetermined communication event is produced. 

Brief Description of the Drawings 

The above object, other features and advantages of 
25 the present invention will become more apparent by 
describing the preferred embodiment thereof with reference 
to the accompanying drawings, in which: 

FIG.l is a view illustrating a network of home 
appliances . 



WO 02/097555 



PCT/KR01/01151 



-4- 

FIG.2 is a view illustrating a communication 
structure between master/slave type appliances according 
to the present invention. 

FIG. 3 is a view illustrating a detailed construction 
5 of a master/slave type communication structure according 
to the present invention. 

FIG. 4 is a view illustrating a half-duplex type 
communication structure according to -the present 
invention . 

10 FIG. 5 is a view illustrating a one-request/one- 

response type communication cycle. 

FIG. 6 is a view illustrating a communication cycle 
when a packet error is produced. 

FIG. 7 is a view illustrating ..a one-request /multi- 
15 response type communication cycle. 

FIG. 8 is a view illustrating" a one-request 
communication cycle. 

FIG. 9 is a view illustrating a division type of 
communication layers. 
20 FIG. 10 is a view illustrating a packet communication 

structure among layers. 

FIG. 11 is a view illustrating the whole packet 
structure . 

FIG. 12 is a view illustrating a request /notification 
25 packet. 

FIG. 13 is a view illustrating the structure of a 
response packet. 

FIG. 14 is a view illustrating an address structure. 
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FIG.15 is a view illustrating a network code 
division method. 

FIG. 16 is a view illustrating a group address 
according to a kind of a product. 

FIG . 17 is a view illustrating a group address 
according to an installed place. 

FIG. 18 is a view illustrating a group address 
according to an installed place and kind of product. 

FIG. 19 is a view illustrating a header structure of 
an event file. 

FIG. 20 is a view illustrating a body structure of an 
event file. 

FIG. 21 is a view illustrating the construction of a 
response packet when an error is produced. 

Best Mode for Carrying Out the Invention 
Now, the network control system for home appliances 
according to preferred embodiments of the present 
invention will be described in detail with reference to 
the annexed drawings. 

First, as shown in FIG. 1, the network according to 
the present invention may comprise multimedia appliances 
such as a ~ television receiver (TV), audio appliance, etc., 
connected to an audio/video (A/V) network through a 
gateway -connected to an external Internet; PC lower 
appliances such as a printer, scanner, PC camera, etc., 
connected to a personal computer (PC) network; and lower 
appliances such as a refrigerator, air conditioner, 
washing machine, cleaner, microwave oven, humidifier, 
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lamp, desk lamp, gas alarm, etc., connected to a living 
network through a network manager. 

The network control system for home appliances 
according to the present invention will now be explained. 
5 The present invention adopts a master/slave system. 

That is, all the communication cycles start from a master, 
and end with a master device. Any appliance may be the 
master, but for this, it should have a function of 
controlling the data flow on communication lines, 

10 information on appliances connected to a network, and a 
control code. According to the present invention applied 
to the network among the home appliances of relatively 
low-performance specifications, only a device having a 
user interface function such as a PC carries all functions 

15 of the master, and other devices serve only as the masters 
having limited functions such as communication with, a 
predetermined slave or communication using a simple 
control code. 

Also, the present invention defines a device in 
20 which the master and the slave coexist logically so that a 
direct communication between devices, i.e., peer-to-peer 
communication, is - possible while maintaining the basic 
master /slave communication system. That is, a shown in 
FIG. 2, a device (hereinafter, referred to as P2P device) 
25 that is one physical device, but is -logically divided into 
an independent master and slave is defined. 

All products connected to the network are basically 
the P2P devices, but as shown in FIG . 3, they may be 
defined as the master, slave, dedicated sender, and 
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dedicated receiver according to the hardware 
characteristics of the products. 

Specif ically, in case of the master, in order to 
start a new communication cycle, the master functions to 
5 start and end the communication with the corresponding 
slave if an event of communication start is produced by 
the last user or due to the internal state change of the 
device. 

In case of the slave, it is always in a standby 
10 state -of reception, and cannot request the communication 
to other devices for itself. 

The P2P device is a device in which the master and 
the slave are logically coexist, and serves as the master 
to lead the communication cycle if an event of 
15 communication start is produced by the last user or due to 
the internal state change of the device. After the 
termination of the corresponding communication, the P2P 
device serves as the slave to be in the standby state of 
reception. 

20 The dedicated sender is a device only for sending 

according to its hardware characteristics, and may be a 
remote controller . 

The dedicated receiver is a device only for 
reception according to its hardware characteristics, ■ and 
25 may be a product that is provided with an infrared-rays ■ 
receiver and operated by a dry battery. 

As shown in FIG. 4, the network control system for 
home appliances according to the present invention 
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performs a half-duplex type signal transmission using one 
bus . 

Specifically, in case of transmission, the device 
does not receive data transmitted from other devices, and 
5 in case of reception, the device does not send data to 
other devices. This is for minimizing the memory use for 
the communication, and simultaneously for coping with the 
network that is constructed with one bus using the serial 
communication function such as the network for home 

10 appliances according to the present invention. 

Accordingly, in case of the master or- slave, the 
memory for all the transmission and reception- can be 
shared, and in case of the P2P device, the memory for the 
transmission and reception can also be shared since the 

15 master and the slave do not simultaneously operate. Thus, 
it is not necessary to interrupt all the 
transmission/reception process, and this causes the degree 
of freedom for programming the function of the product to 
be heightened. 

20 Next, the network control system for home appliances 

according to the present invention performs a one-cycle 
type communication. The one-cycle type is classified with 
a one- request /one-response type, one-request /multi- 
response type, and one request type. 

25 At this time, as shown in FIG. 5, according to the 

one-request/one-response type communication, a master 
transmits one packet to a slave, and in response to this, 
the slave transmits one packet to the master to terminate 
the communication. As shown in FIG. 7, according to the 
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one-request /multi-response type communication, a master 
transmits one packet to a plurality of slaves, and in 
response to this, the respective slaves transmit one 
packet to the master. The master waits for the response 
5 continuously, and if a predetermined maximum waiting time 
elapses, the master terminates the communication. 
Meanwhile, as shown in FIG. 8, according to the one 
request type communication, a master transmits one request 
with respect to a slave or a plurality of slaves, and then 

10 terminates the communication without -waiting for the 
response- At this time, if data composed of several 
packets is transmitted, the master divides the data into 
packets having the size matching the corresponding slave, 
and transmits the data to the slave in the unit of a 

15 packet. FIG. 6 shows the communication type whereby if a 
response error is produced in the slave, the master 
retransmits the request, and receives the corresponding 
response to terminate the communication. 

Next, the network control system for home appliances 

20 according to the present invention has a protocol composed 
of a physical layer, data link layer, - and application 
layer . 

In case of a TCP/IP protocol currently used as the 
Internet protocol, its communication layers are divided 
25 into an application layer, transport layer, network layer, 
data link layer, and physical layer. In case of the 
protocol for other home appliances or factory automation, 
it is basically provided with an application layer, data 
link layer, and physical layer, and additionally provided 
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with a transport layer or network layer. However, since 
the present invention is for coping with the above- 
described communication types with respect to the home 
appliances of the low-performance specifications, it has 
5 the communication layer composed of the physical layer, 
data link layer, and application layer only. Also, 
according to the present invention, the physical layer and 
data link layer are simplified at maximum, and many 
portions for operating the product are assigned to the 

10 application layer in order to minimize the load of the 
microcomputer so as to match the master/slave type and the 
half-duplex type. 

As shown in FIG. 9, in case of the slave, the 
communication layer ■ .comprises an application layer 

15 composed - of regions of application software, message 
structure, message execution, message combination, and 
message redundancy check; data link layer composed of 
regions of packet structure, packet transmission, CSM/CD, 
packet check, address check, and packet data reception; 

20 and physical layer composed of UART. At this time, the 
physical layer may include an adapter selected when a 
power-line communication is used. 

In case of the master, the communication layer 
comprises an application layer composed of regions of 

25 application software, message division, and message 
combination; data link layer composed of regions of packet 
structure, confirmation of packet transmission, CSM/CD, 
packet check, address check, and packet data reception; 
and physical layer composed of UART. The physical layer of 
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the master may also include an adapter selected when a 
power-line communication is used. 

At this time, the physical layer serves to receive 
bit signals on communication lines to construct the 
5 packet, or carry the packet received from the data link " 
layer on the bit signal to transfer the bit signal through 
the communication lines. 

The data link layer constructs the packet using data 
received from the application layer to send the packet to 

10 the physical layer, or processes the packet received from 
the physical layer to transfer the packet to the 
application layer. The role of the data link layer of the 
master is somewhat different from that of the slave. The 
data link layer of the master includes the process of 

15 securing the packet transmission to the physical layer. In 
the products serving as the slave, the physical layer and 
the data link layer have the same structure. 

The application layer comprises message sets, and 
serves to analyze and process the message. In the products 

20 serving as the slave, the message includes a load control 
or memory control method,, and the master serves to manage 
the slaves using results of the slaves' message processing 
or control the whole network. Accordingly, the application 
layer includes different contents for each product. The 

25 application layer of the master also serves as the 
transmission layer that divides the data into packets if 
the data to be transmitted is larger than one packet to 
transmit the divided packets, or combines and processes 
the divided packets if the divided packets are received. 
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The reason why the transmission layer is not separated, 
but is included in the application layer is that the 
division and combination of the packets are performed only 
with respect to a specified message, not with respect to 
5 all the data. 

The packet communication structure between the 
communication layers is shown in FIG- 10, The interface 
between the application layer and the data link layer is 
performed in the unit of a message, while the interface 

10 between the data link layer and the physical layer is 
performed in the unit of a full packet. Between the data 
link layer and the physical layer, it is not required to 
separately construct the packets, but the communication is 
performed in- the unit of the full packet so that the 

-15 packets can be used as they are. However, since the length 
of a header added to the data link layer and the physical 
layer cannot not be known .in the application layer, it is 
difficult to interface the data in the unit of a full 
packet, but the data is transferred from the application 

20 layer to the data link layer in the unit of a message. The 
packet should include all the information to be 
communicated, and have the structure to cope with the 
later extension of the communication function. 

The packet, as shown in FIG. 11, basically comprises 

25 a header region composed of a packet header field and 
field for later addition of the packet function; body 
region composed of a message header field, field for later 
addition of the packet function, and message field; and a 
trailer region. 
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Also, as shown in FIG. 12, the request /notification 
packet used in the master is composed of 17 bytes at 
minimum, and 255 bytes at maximum, and comprises a home 
code (HC) composed of 8 bit for classifying a home where 
5 the network is constructed, receiver address (RA) composed 
of 16 bits for indicating the receiver, sender address 
(SA) composed of 16 bits for indicating the sender, packet 
length (PL) composed of 8 bits for indicating the length 
of the packet, access priority (AP) composed of -3 bits for 

10 indicating a priority of transmission, packet header 
length (PHL) composed of * 5 bits for indicating the length 
of the packet header, protocol version (PV) composed of 8 
bits for indicating the version of the protocol, packet 
type (PT) composed of 4 bits for indicating the type of 

15 the packet, retransmission counter (RC) composed of 2 bits 
for indicating the number of retransmission, packet number 
(PN) composed of 2 bits for indicating the transmission of 
a new packet, message length (ML) composed of 8 bits, 
message header length (MHL) composed of 8 bits, port 

20 number (PO) composed of 8 bits, command code (CC) composed 
of 8 bits, argument (ARG) having the variable number of 
bits, cyclic redundancy check composed of 16 bits, and end 
of text (ETX) composed of 8 bits for indicating the end of 
the packet. 

25 Also, as shown in FIG. 13, the response packet used 

in the slave is identical with the request /notification 
packet except that its body region includes an ACK/NAK of 
8 bits. 
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At this time, the home code (HC) is a code for 
logically classifying the home where the network is 
constructed. Especially, in case that the transmission 
lines among the respective homes, such as the power lines, 
5 are not classified, hexadic values in the range of 
0x03~0xFE are used for classifying the respective homes. 

The receiver address (RA) located in front of the 
sender address (SA) is for early judging whether the 
receiver continuously receives the packet or ignores it 

10 when the . packet is received. The upper 2 bits are for 
indicating the kind of the network, and the following 6 
bits are for classifying the products having an 
independent function such as a washing machine, 
refrigerator, etc. The lower 8 bits are allocated to 

15 classify the product in case that several products of the 
same kind exist. 

The packet length (PL) is composed of 1 byte for 
storing a number that indicates the packet length 
calculated in the unit of a byte from the home code to ETX 

20 of the packet. After receiving the packet length (PL) data 
value, the receiver receives only the data as much as the 
packet length data value, and performs the subsequent 
processes. Accordingly, the packet length (PL) value is 
used for identifying in advance the size of a receiving 

25 buffer, and for detecting an error of the received packet 
data. That is, the last byte of the packet is read out, 
and if it is not ETX, it is judged as the packet error. 

The access priority (AP) is a field for indicating a 
transmission priority given to the message such as an 
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urgent message, packet to be retransmitted due to the 
failure of transmission, or message that is less important 
than a general communication message, so that the physical 
layer can perform the CSMA/CD function according to the 
5 given priority. This field is significant if the adapter 
that performs the CSMA/CD function can transmit the 
message according to the transmission priority, and 
otherwise, it is ignored. The access priority values 
according to the respective communications are as follows. 
10 0 : in case of the retransmission due to the 

collision or in a state of emergency 

1: in case of the mass transmission of data through 
the message division 

2: in case of a normal communication 
15 3: in case that the network connection state is 

reported (also in case of the collision, the priority is 
maintained 3 . ) 

The packet header length (PHL) is a field for the 
extension of the packet header. If an extension field is 
,20 added to the present packet header, and the packet header 
length is changed accordingly. In case of no change, it is 
of 9 bytes, -and can be extended to 32 bytes at maximum. 

The protocol version (PV) is 1-byte field that 
indicates the version of the adopted protocol. The version 
25 and subversion take the values of 0~15 in the order of 
their updating. 

The packet type (PT) is composed of 4 bits 
determined when the packet is transmitted, and divided 
into a request packet, response packet, and notification 
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packet. The response packet is further divided into a 
successful response and failed response. The master 
determines the request packet, and the slave determines 
the response packet. If the device operates only as the 
slave, it processes the request packet only. The reason 
why the response packet is divided into the two response 
types is that the packet is - not transmitted to the 
application layer, but is immediately retransmitted if the 
packet type (PT) field in the packet header indicates the 
failed response even though the contents of the message is 
not known in the data link layer. A notification packet 
represents the packet that does not:.: request the response. 
An arrayed packet is used for dividing and sending all the 
data without any response to the respective packet when 
the mass data file is transmitted at a high transmission 
speed, and- its hexadic values are as follows. 

0: Request packet 

1~3: Reserved 

4: Successful response packet 
5: Failed response packet 
6-7: Reserved 

8: Broadcast notification packet 
9: Arrayed packet 
10: End packet of arrayed data 
11-15: Reserved 

The retransmission count (RC) is a 2-bit field for 
preventing the duplicate process of the same message when 
the communication error is produced. If a CRC error is 
included in the received response packet, the received 
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packet includes the CRC error, or the reception byte time 
is over, the master can retransmit the packet three times 
at maximum, while the slave can transmit only once. 

The packet number (PN) is also a 2-bit field for 
5 preventing the duplicate process of the same message when 
the communication error is produced. The master increase 
the packet number by 1 whenever a new packet is 
transmitted, and in case of the retransmission of the same 
packet, the master maintains the previous packet number. 

10 Accordingly, the slave stores the packet number * 'and 
transmission address of the previous message, and if the 
same message is received again, it ignores the duplicate 
message. If the received message is different from the 
previous message, ■ the slave processes the message. The 

15 slave copies the packet number of the received message and 
constructs the response packet when the slave responds to 
the received message. 

The message length (ML) is information for 
identifying the length of the message field since the 

20 length of the message field is variable. Accordingly, the 
application layer identifies the length of the message 
field by means of the message length. 

The message header length (MHL) is a field for 
extending the message field later, and may include in 

25 addition a message header in case of encoding the message 
field, changing the application protocol, etc. 

The port number (PO) is a field for extending the 
message set, and the message set may be classified for 
each port. For the version-up of the message set, or the 
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compatibility with other application protocols, the 
message set may be placed in each port. 

The message comprises a command code for the 
master's requesting of the function performance to the 
5 slave, input factors required for performing the command, 
and factors transmitted to the master after the slave 
performs the command. Also, the message should be 
constructed and defined to .facilitate the programming in 
the 8-bit microcomputer. Specifically, even if the message 
10 is corrected, it should be module-programmed so that the 
correction of the message can be easily reflected. For 
this, all the messages have independent functions, 
respectively. This means that all the messages do not 
include any corresponding low-ranking message, and no 
15 causal relation among the respective routines in the 
software implementation. If the messages have independent 
functions from one another, the functions for controlling 
and monitoring the product can be extended through- the 
combination of the messages. If the slave has normally 
20 performed the command, the factors transmitted to the 
master are { ACK + Return arguments}, and otherwise, the 
factors are {NAK + Error code}. 256 commands at maximum 
can be included in each device. The existence/nonexistence 
and the number of bytes of input arguments and return 
25 arguments are determined according to the command code. 

At this time, the data types of the arguments are as 
follows . 

boolean: 1 byte 

char, unsigned char: 1 byte 
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int , unsigned int, short int , unsigned short int: 2 

bytes 

long, unsigned long: 4 bytes 

string: transmission/reception with NULL included 
5 Also, in order to classify the command code, the 

following concept is put. 

Though all product independently use 256 command 
codes in the range of 0x00~0xFF, common codes are used as 
commands commonly used in all the products. The correction 

10 of the terms is facilitated through the inclusion of the 
function of the product in the generali-zed structure. All 
the command codes are classified into essential command 
codes and optional command codes. The essential commands 
are the commands for the basic information of the device 

15 and commands required for the communication. They are 
classified into temporary commands (indicated as I) and 
program commands (indicated as P) . The temporary command 
can be immediately performed when the slave receives it, 
and the program command requires a sequence for performing 

2 0 the command. Command codes in an algorithm area are- not 
designated by the standardized codes for all the products. 
Since the products of the same kind can communicate with 
one another using different algorithms in accordance with 
their model numbers or their makers, they can perform the 

25 different functions using the same command code. 

Accordingly, all the command codes of this area should be 
allocated with inherent numbers of the product models, and 
included as the factors. Also, the message structure when 
the master transmits the message with the protocol for 
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processing the message in the application layer is 
different from that when the slave responds to the master. 
When transmitted from the master, the message is composed 
of a command code and input factors for performing the 
5 command^ code, i.e., arguments (ARG) . The number and data 
type of the factors become different according to the 
command code. The structure of the message transmitted by 
the slave that received one packet from the master is 
divided into one having an error and the other having no 

10 error when the packet error or command code received from 
the master is performed. If the packet received from the 
master has no error, and the command code is normally 
performed, the message structure is composed of a command 
code, ACK, and factors (ARG) resulted from the command 

15 coded performance. The number of— resultant factors and 
data type are different according to the command code. If 
an error is produced in the packet received, from the 
master, the message is composed of a command code, NAK, 
and packet error code. If the packet is normal, but an 

20 error is produced during the performance of the command 
code, the message is composed of • a~ command code, NAK, and 
error code. 

The CRC is a value for detecting an error of the 
received packet or making the receiver detect the packet 
25 error during the transmission. The CRC is composed of 16 
bits, and its value is created or ■ an error is detected 
using the data from ETX to the byte just before the CRC 
field. 
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The ETX(0x03) is a communication letter that means 
the end of the packet, and provides a method of detecting 
the packet error without using the CRC along with the 
packet length field during the reception. That is, when 
5 the byte data as long as -the packet length is received, it 
can be judged to be the packet error if the last byte is 
not ETX. At this time, the packet error check using the 
CRC can be omitted. 

The address of the above-described packet structure 

10 will now be explained in detail. 

Each master or slave on the network is recognized - as 
an address. The respective system has an allocated address 
of 2 bytes, and can- transmit the packet to the 
corresponding opposite party through the allocated 

15 address. As shown in FIG. ~ 14, the address is divided into 
a physical address which is composed of a network code of 
3 bits and product code of 5 bits and is fixed 
unchangeable when the product is sent out, and logical 
address of 8 bits which is used for classifying the 

20 products of the same kind or as a group address, and is 
changeable through the communication and so on. 

The network at home- can be briefly classified into a 
PC group, A/V group, and living group, i.e., home 
appliance group, and a 3-bit network code is used for this 

25 classification. Even if the home appliance network is 
different from other sub-networks at home in communication 
protocol, the network classification field is necessary 
for the communication with the PC group or A/V group 
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products. An example of the network code classification is 
shown in FIG . 15 . 

According to the network code, 5 bits are allocated 
for a product code, i.e., product name (for example, 
5 washing machine, refrigerator, health product, lamp, 
security product, etc.), and 8 bits are allocated for 
classifying the products of the same kind. This is in 
consideration of the condition of an inn, hotel, etc. 

The 8-bit field for classifying the products of the 
10 same kind is also used as a group address that is 
classified according to the installed place of the 
product. A user inputs the installed place of the product 
when the network manager registers the product on the 
network. 

15 At this- time, the product group is - determined in two 

ways. According to* the first group address, all objects 
corresponding to the lower field can be determined by 
filling values of respective fields with y l' , 
respectively. At this time, the group means the products 

20 that belong to the same kind or same network. For example, 
if the network code value is , it indicates all the 

networks at home, and if the product code value is *1111' , 
it indicates all the products of the corresponding 
network. As shown- in FIG. 16, the product group of a 

25 specified kind is selected according to the group address, 
and if the group address value is ^11111111', it indicates 
all the products of the corresponding network and product 
code. According to the second group address, as shown in 
FIG. 17, is selected the product group of a specified 
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place. At this time, the product code become *11111' to 
designate all the products, and the logical address value 
is designated according to the installed place. If the 
network code is x lll' , and the product code is % 11111', 
5 the logical address field indicates the place code. Also, 
as shown in FIG. 18, a specified product group located in 
a specified place can be selected by designating the group 
address . 

Next,- a plug and play process, whereby the devices 

10 are connected through the network, initial home codes and 
addresses allocated to the devices, and the communication 
environment is determined, will be explained. 

In order for the devices connected through the 
network to communicate with one another, all the- devices 

15 are determined to have the same communication speed, and 
their unique addresses are allocated in the physical 
network. At this time, the master should be provided with 
a database of the names and addresses of all the devices. 
Also, in case that . the transmission lines among the 

20 respective homes are not classified like the power lines, 
the respective homes should be classified. .For this, the 
network manager that is in charge of the plug and play 
process determines home codes for classifying the 
respective homes when the power is initially - supplied. 

25 After the home codes are determined, the network manager 
receives the input of the information on the device from 
the user when the device is firstly connected on the 
network, and performs a discovery and addressing process 
for allocating an address to the corresponding device. 
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After completion of this process, a pre-request process 
for changing product information such as the model number 
or controller version of the device subject to 
communication, the size of a buffer for the packet 
5 construction, or the communication speed is performed. 
This pre-request process is not always necessary, but is 
performed as needed. The product information is necessary 
for identifying the name of the connected product, and the 
request for the buffer size is performed when the size of 

10 the packet is determined in order for the master to- send a 
mass of data to the slave. The master requests the speed 
change to the slave when the mass data is 
transmitted/received, or the transmission/reception of the 
data is terminated. After the termination of the pre- 

15 request process, a general communication mode is 
performed. In view of the user's position, the plug and 
play process should be immediately performed when the 
power is inputted to the device without any user' s 
additional installation or input work. However, after the 

20 device is connected on the network, the information on the 
device is inputted to the network manager, considering 
that the power lines are used as the network media. In 
case of the power lines, the transmiasion lines among the 
neighbors are not classified. Thus, if the network manager 

25 is also installed in the neighboring house in a state that 
the device is connected on the network, the network 
manager in the neighboring house may allocate the address 
to the device. To solve this problem, the network manager 
first requests registration of the address to the device 
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in a manner that the device inputs the device information 
to the network manager. 

According to the above-described home code 
determining process, the network manager, at the initial 
5 power input stage, transmits a home code confirming 

message to all the devices in order to determine the - 
inherent - home codes for discriminating the respective 
homes. At this time, the factor is the value produced as a 
certain home code within the range of 0x00~0xFF . If -no 

10 response is received, the network manager determines the 
corresponding home code as its own home code since the 
home code is a unique -value- in the physical network where 
the network manager is connected. If the response is 
received, it means that the corresponding home code is not 

15 the unique value, and the network manager produces again a 
certain home code to repeat the above process. Since the 
above-described home codes are determined simultaneously 
with respect to the respective products when the network 
manager decides the addresses of the respective products, 

20 the same home code is given to the products in- the same 
home, enabling the respective homes to be classified. 

However, the address-related information including 
the home code is stored in a non-volatile memory of the 
respective product, and thus it may become an issue if the-- 

25 user changes his/her residence after the address 
allocation of the respective products. Specifically, if 
any other home connected on the same physical network as 
the moving-out home uses the same home code, the 
respective homes cannot be classified due to the home code 
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collision. Accordingly, in case of moving, the home code 
collision should be repeatedly confirmed at an initial 
home code determination by inputting the power only to the 
network manager in a state that the power supplied to all 
5 the products is cut off. If no collision occurs, they can 
be used as they are without the home code change, while if 
the collision occurs, the home codes of all the products 
should be reset, and then re-determined. At this time, in 
order to discriminate the home products whose home codes 

10 are in collision, a user ID is "used as a factor. The user 
ID is inputted through the network manager when the device 
is first connected on the network. 

Next, in the discovery and addressing process, the 
user inputs to the network manager that can manage the 

15 network the product name, number of products, installed^ 
place, and user ID of the device to which the power is 
supplied when the device is initially connected on the 
network. Then, the network manager requests the 
registration of the device initially connected on the 

20 network, and allocates the address if a temporary address 
registration message is received from the device. At this 
time, even if a plurality of products of the same kind 
exist, the network manager designates new addresses to the 
respective products to prevent any address collision. The 

25 reason why the number of products is inputted is that when 
several products of the same kind are simultaneously 
connected on the network, it is required that the network 
manager recognizes whether the registration messages are 
received from all the connected products. Also, the reason 
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why the installed place is inputted is that the user can 
easily identify the product through the position 
information of the product that appears on the screen of 
the network manager. The user ID is for confirming the 
5 product during the home code reset as described above. The 
address of the network manager is fixed to 0x00 
irrespective of the on/off state of the power. However, 
other devices, which may be masters or slaves, have 
representative product addresses given during their 

10 sending out when the power is off. The network manager 
determines a region of extra addresses which can be 
selected by the products using a command called ^join 
request', and requests the devices (i.e., designated as 
the representative product addresses) whose addresses are 

15 not designated through the user' s input to register .with 
the temporary addresses. In case of an air conditioner, 
0x20 is selected as the receiver's number, and the extra 
address has the factor in the range of 0x21~0x2E . The 
* join request' command can recognize only the product 

20 whose address is not decided. The called products 
determine their addresses (i.e., temporary addresses) by 
optionally selecting the extra addresses by operating a 
random-number generator, and inform their address values 
to the network manager. If 0x25 is selected from 

25 0x21~0x2E, it is transmitted to the network manager. The 
temporary address acts as the address of the corresponding 
product until the network manager or master changes" it 
using an ^address change' command, or the power supply to 
the product is turned off. The network manager resets the 
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duplicate addresses of the products to the representative 
addresses, respectively, using the ^address change' 
command, and decides the addresses of the products having 
the temporary addresses not duplicated in the order of the 
5 extra addresses to re-call the corresponding products. At 
this time, the network manager determines the home codes 
of the corresponding products and the user ID by 
transmitting both its own home code and the user ID 
inputted by the user. If the temporary address not 

10 duplicated are 0x2A, 0x25, and 0x23, and the extra 
addresses are in the range of 0x21~0x2E, the addresses of 
the products having the temporary addresses 0x23, 0x25, 
and 0x2A are decided to be 0x21, 0x252, and 0x23, 
respectively. If any duplicate temporary address exists, 

15 the above process is repeated. The above-described 
discovery and addressing process is repeated 14 times with 
respect to all the kinds of products (i . e . , 0x01~0x0F) . 

As described above, after completion of the 
discovery and addressing process, the names, addresses, 

20 and installed places of the devices have been stored in 
the database of the network manager. The devices connected 
to the network manager start for the first time to operate 
as the masters or slaves after their addresses are 
completely designated by the network manager. At this 

25 time, the devices acting as the master read out the names 
and addresses of the devices from the database of the 
network manager to store them in its own memory, and start 
to communicate with the slaves. Before the address 
allocation, all the devices cannot but act as the slaves. 
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The devices allocated with their addresses periodically 
broadcast a message for informing their existence because 
the masters that can control the respective devices should 
know whether the devices are connected on the network. If 
5 the connected devices and disconnected devices are not 
discriminated, it becomes difficult to find out whether 
the communication impossibility is caused by the power-off 
or the trouble of the device. Also, the disconnected 
devices are displayed in an inactive state on the screen 

10 of the network manager to be informed to the user. All the 
devices allocated with the addresses periodically 
broadcast alive messages to inform their existence, and at 
this time, it is necessary to adjust the period. If the 
number of devices is small, it- does not matter, but if the 

15 number of devices is large, too short period causes too 
many alive messages to be transmitted, thereby 
deteriorating the performance of the network. The initial 
period is determined to be long, and then adjusted in 
proportion to the number of devices. That is, if the 

2 0 number of devices is small, the period is determined to be 
short, while the number of devices is large, the period is 
determined to be long, and this causes the performance ©f 
the network to be maintained. At this time, the network 
manager determines the period, and the respective device 

25 broadcasts its own period as the factor of the alive 
message. The network manager receives the alive message of 
the respective device, and if the received alive message 
is different from the period determined by the network 
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manager, the network manager determines the period of the 
corresponding device as its own period. 

Next, the event that produces the communication 
conditions of the device will be explained, 
5 The event means the case that a.certain state change 

is produced in the device, and can be classified into the 
following 5 types according to the production sources. 
They are a user event that is produced when the user 
directly commands the device through a key, periodic event 

10 that is automatically produced at predetermined intervals 
(for example, an alive notification message transmitted 
from the network manager for a predetermined period) , 
status event that is produced due to the voluntary state 
change of the device during monitoring of the system state 

15 (for example, change of temperature, - humidity, washing 
cycle, etc.)/' error event that is produced when an error 
related to the operation of the system occurs, and 
external event that is produced when requested from the 
outside of the system such as a web server and so on (for 

20 example, a communication request from a remote place when 
the network manager serves as a home server) . 

A device provided with a user interface such as a 
keyboard, mouse, and monitor can perform a peer-to-peer 
communication with all the devices by all the 5 events. 

25 However, in order for the device that is short of user 
interface to perform the peer-to-peer communication, the 
condition for effecting the communication should be 
determined in advance, or the peer-to-peer communication 
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is possible only by the events produced due to the 
internal factors of the device. 

According to the present invention, if an event is 
produced, the corresponding device performs the 
5 communication by informing its own state change to all the 
devices using a notification packet. The reason why the 
event has an important meaning is that in case that the 
user monitors the state of t he device, it is much more 
effective that the device informs its state change for 

10 itself than that the user requests the state value of the 
device every time when he/she desires to know the state of 
the device. Also, since the trouble of the device or error 
occurrence should be * immediately informed as soon as it 
occurs, the process of immediately informing the state 

15 change when the event is produced is necessary. 

The event implemented by the respective device is 
represented by an event code of 1 byte, and is divided 
into a common event commonly implemented in all the 
devices and a private event implemented for each product. 

20 ~ As the code classification, an area classification rather 
than a field classification is used -since the number of 
codes that may be added later is different for each term. 

The common event may be further divided into an 
event region related to the user' s manipulation, and error 

25 event region that is common to all the devices. The event 
related to the user's manipulation may be a key or dial 
input, door opening/closing, load input, etc., and has an 
event code value of 0xll~0x2F. The common event may be 
door opening during operation and so on, and has an event 
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code value of 0x30-0x4F. The private event may be 
classified into an error event for each product, and a 
status event for each product. The error event for each 
product represents an inherent error state or trouble 
5 state of each product, and has an event code value of 
0x70~0xAF. The operation status event is an event produced 
whenever the status of the product is changed during the 
operation of the product, and has an event code value of 
0xB0~0xFF. 

10 The event code may be classified into an essential 

event code that is essentially implemented by all the 
devices (for example, a trouble event code) and an 
optional event code that is optionally implemented by the 
devices. The essential event code makes the state change 

15 to be broadcast as the notification packet when the event ' 
is produced, so that another device can monitor the state 
change. At this time, the used command code is the 
notification command, and has an event code of 1 byte and 
event code state value of 4 bytes as the factors. If an 

20 event is produced in a device, it may be informed simply 
by broadcasting the notification packet, but it commands 
an operation of another device. For example, when the 
washing cycle of the washing machine is terminated, it 
commands a lamp of a veranda to be turned on, ' or it 

25 commands an air conditioner to display a text message. For ■ 
this, each device should store information on an address, 
operation command code, and factors of the device subject 
to communication whenever the event code is produced. 
However, since such information is different according to 
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the users' tastes, the communication condition when the 
event is produced in the respective device should be 
determined through the network manager. At this time, in 
case of not only commanding the operation of another 
5 device but also broadcasting the event, the user should 
determined the options. Another one to be considered when 
the event communication condition is determined is a time 
interval for informing the event. If the temperature state 
or sensor state where the event communication is 

10 determined is rapidly changed, the performance of the 
network may deteriorate due to too many event 
communication packets, and thus a minimum event producing 
interval is necessary. Accordingly, when the user 
determines the communication condition for the produced 

15 event through the network manager, he/she should determine 
the event code, device subject to communication, minimum 
interval of event production, communication message, etc. 

The event communication condition is stored in the 
non-volatile memory of the respective device as an event 

20 file composed of a header of FIG. 19 and body of FIG . 20. 

The user can re-determine the event communication 
condition through the network manager. In case of an 
initial determination, the user determines the event 
communication condition after confirming whether the size 

25 of the non-volatile memory of the device is enough through 
a buffer size read command. Also, since the size of the 
non-volatile memory is limited, the information on an 
unnecessary event communication condition should be 
deleted. A message for this purpose also exists, and the 
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user can delete the unnecessary event communication 
condition using this message (i.e., an event code delete 
command code) . 

In order to perform the event code, the total number 
5 of events ( total_event__no ) to be executed and the event 
codes are read out from the header of the event file 
stored in the non-volatile memory. If the state of the 
•defined variable is changed during the operation, a system 
main program stores this information in the corresponding 

10 memory. An event code executing routine judges whether to 
execute by comparing the- system state value with the event 
code read out from the event file. In order to prevent the 
resources of the microcomputer from being occupied due to 
the continuous execution of the event code when the 

15 various states of the system are simultaneously changed, 
the event code executing routine executes one event code 
at a time. 

Next, a method of controlling various kinds of 
errors will be explained, 

20 The communication error is classified into a data 

bit error due to a noise of the communication lines, error 
caused by the. different communication frequencies, data 
bit error due to the data collision, error caused by the 
transmitted signal attenuation when impedances between the 

25 lines and devices do not match, and error caused by 
transmission/reception of data that cannot be processed by 
the receiving device though no data bit error is produced. 
The noise of the communication lines causes a frame error 
of the physical layer of the receiving side, i.e., UART 
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frame error, or serves to change the data value. If the 
communication frequencies of the sending/receiving devices 
are different, the UART frame error is mostly produced in 
the receiving side. When several devices transmit 
5 - simultaneously, the UART frame error is mostly produced in 
the receiving side. When the impedances between the lines 
and devices do not match, no signal is received in the 
receiving side. 

If the master transmits the request packet to the 

10 slave, the slave receives the packet, and detects the 
defined errors. If the slave detects the error from the 
received data bits, the slave transmits to the master a 
response packet including the code value of the error 
detected in the sending side as shown in FIG . 21, .and the 

15 master performs the retransmission or error-processing 
function according to the error code. 

At this time, the error code is composed of 1 byte, 
and is divided into a common error code allocated to the 
region of 0x00~0x9F commonly used by all the devices, and 

20 a trouble code allocated to the region of 0xA0~0xFF 
independently used by the devices. The common error code 
indicates values of the- communication error, and the 
trouble code indicates values for diagnosing the trouble 
of the inherent functions of the device such as the 

25 sensor, being separated from the communication function. 

Each device has 96 codes, which is classified into packet 
error, receiver error, bad command, illegal arguments, 
illegal access, and trouble codes. The details thereof are 
as follows. 
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First, the packet error is divided into a CRC error 
of the received packet, receiving time over of 1 byte, and 
response waiting time over. 

The CRC error of the received packet is produced 
5 when the CRC value included in the received packet of both 
the master and the slave is different from the calculated 
CRC value. If the CRC error is produced in the response 
packet received in the slave, the slave transmits the 
response packet including.- the CRC error value to the 
10 master. If the ■ master re'ceived the response packet, the 
retransmission of the packet is repeated three times at 
maximum. 

The 1-byte receiving time over error is produced 
when the time interval between the received bytes deviates 

15 from 2BTU (i.e., minimum time 3msec: 9600bps basis) due to 
the noise or other reasons on the communication lines. 
However, at this time, even the packet length field should 
be received in the receiving side. If the byte time 
interval becomes larger than a predetermined value before 

20 the packet length field is - received, the received data is 
ignored. If 1-byte receiving time over error is produced, 
the receiver stops the reception, fills the remaining 
region of the packet-receiving buffer with 0, and 
transfers the packet to the upper layer. As a result, the 

25 CRC error is produced in the receiver. If an error is 
produced in the slave due to the noise of the lines when 
the master transmits the request packet to the slave, the 
response packet including the CRC error is transmitted to 
the master. If the master normally received the response 
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packet, the packet is retransmitted three times at 
maximum. If the 1-byte receiving timer over error is 
produced in the master even though the slave normally 
received the request packet and transmitted a normal 
5 response packet, the master retransmits the packet .three 
times at maximum. Even though the byte receiving time over 
error may be produced in both the master and slave, -the 
error code is necessary among the respective communication 
layers only, and the information on the 1-byte receiving 

10 time over error is not given to the- sender. That is, the 
byte receiving time error is a value for the process 
inside the device, and is not transferred between the 
master and the slave. The time limit of the receiving time 
over is related to the busy check. According to the 

15 present invention, since the trans-mission/reception is - 
performed -in the unit of a packet, the time interval of 
the byte transmission should be shortened in order to 
inform the bus occupation during the busy check by another 
device. If the time limit of the receiving time over is 

20 large, the time delay may occur during the transmission of 
one packet. At this time, another device - attempting at 
transmission may judge the present state to be in an idle 
state during the busy check, and immediately start the 
transmission, causing the data collision to occur. 

25 The response waiting time over error is produced 

when no data is received after the master transmitted the 
request packet. That is, it is produced when no slave 
subject to communication exists. The physical layer of the 
master waits for 5 seconds at maximum, and if no data is 
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received, it prepares and sends to the data link layer a 
packet including a . response waiting timer over code. The 
data link layer sends a message to the application layer, 
and thus the application layer recognizes that the 
5 corresponding device does not exist. 

Next, the receiver error is divided into - a lack of 
memory , rejection of communication, refusal of remote 
control, non-match of protocol version, and non-match of 
message ports. 

10 The lack- of -memory error is produced if the slave 

has no spare memory for writing the received data when the 
master transmits to the slave a command code such as a 
memory write, LCD write, EE PROM write, etc. 

The communication- rejection error is produced when 

15 the slave intends to - preferentially perform another 
function other than the communication even though it 
normally received the request packet from the master. The 
master that received the communication rejection error can 
attempt again after 5 seconds (i.e., maximum waiting time 

2 0 of the master) at minimum. 

The remote control refusal error is produced when 
the slave receives a control command message in a state 
that the remote control of the slave is not possible. 

Next, a bad command is divided into a command code 

25 that cannot be performed and factor values that cannot be 
performed. 

The command code error that cannot be performed is 
produced in case that the slave normally received the 
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request packet, but the request packet includes a command 
code that cannot be performed by the slave. 

The factor value error that cannot be performed is 
produced in case that the command code that can be 
5 performed is received and the factors are determined 
within a defined range, but the value cannot be performed 
by the device. For example, in case of a load on/off 
command of a microwave oven, if input value relates to* a 
hood fan but the microwave oven has no hood fan, the 

10 factor value error that cannot be performed is produced.. 

Next, the illegal arguments are divided into a 
factor number error that is different from the defined 
number, and over range error. 

The factor number error that is different from the 

15 defined number is produced in case that the slave normally 

received' the request , packet from the master, but -the " 
number of input factors for performing the command code is 
different from the number defined in the message set- At 
this time, the number of factors is the number of bytes. 

20 If the input factor is a variable defined as an "unsigned 
int", the number of input factors becomes 2 since . each 
factor is composed of 2 bytes. 

The over range error is produced in case that the 
slave normally received the request packet from the 

25 master, but the input factor value for performing the 
command code deviates from a range defined in the message 
set . 

Next, the illegal access error caused by detection 
of a prohibited action is produced in case that the slave 
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normally received the request packet from the master, but 
the input factor value for performing the command code 
designates a prohibited memory region or a load whose 
control is prohibited. 

Next, the trouble code will be explained. 
All the devices have their inherent functions 
besides the communication, and any trouble of such 
functions can be remotely diagnosed. When the function of 
the device is in trouble, the trouble code is included in 
the response packet to be sent to the master. For example, 
if a temperature sensor is judged to be in trouble when 
the slave receives the response packet including the 
command code for reading the value from the temperature 
sensor, the slave includes the trouble code value of the 
temperature sensor in the response packet along with ^NAK' 
to transmit the response packet including the trouble code 
to the master. All the devices determine the value of the 
trouble code using the -common region. 

If the data bits constituting the packet are in 
trouble, i.e., if the receiver address error, sender 
address error, sending/receiving address error, and packet 
length error are produced, the present invention processes 
them as the CRC errors. The detailed explanation thereof 
is as follows. 

First, the receiver address error will be explained. 

If an error is produced in the bits of the receiver 
address field, the device that is not called receives the 
packet. At this time, the device detects the CRC error due 
to the error in the bits of the receiver address field. 
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First, if an error packet is transmitted from a master A 
to a slave A, and another slave B also receives the error 
packet, the slave B transmits a response packet including 
the CRC error value to the master A. The master A, which 
5 received the response packet from the slave B, ignores the 
sender's address, and considers that the originally called 
slave A responded although another device that is" not the' 
slave A responded. Specifically, the master considers one 
packet received after the master transmits one packet to 

10 be the response packet .from the device that was called. 

The master A that received the response packet retransmits 
the packet to the slave A three times at maximum. Second, 
if another • slave B receives the response packet 
transmitted to the master A by the slave A which received 

15 the request packet from the master A due to the error of 
the receiver address field, the slave B transmits the 
response packet including the CRC error to the slave A.. At 
this time, if no packet error exists, the slave A can 
recognize the response packet from the packet kind field 

2 0 value, and thus ignores the received packet. The master A 
continuously waits for the response packet from the slave 
A for 10 seconds at maximum. After 10 seconds elapses, the- 
communication starting from the request packet transmitted 
from the master A to the slave A is terminated without 

25 performing any command code through the slave. 

Next, the sender address error will be explained. 
If an error is, produced in the bits of the sender 
address field, the device that is called by the sender 
receives the packet, and detects the CRC error due to the 
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error in the bits of the sender address field. First, if 
an error is produced in the sender address field when the 
master A transmits the request packet to the slave A, the 
slave A that received the packet transmits the response 
5 packet to the device (i.e., master or slave) of the 
address value in the sender address field. If this 
response packet is transmitted without error, and another 
slave B received the response packet, the slave B can 
recognize the response packet from the packet kind field 

10 value, and thus ignores the received packet. If another 
master B receives this response packet, the master B 
ignores the received packet according to the 1-packet- 
transmission/l-packet-reception rule since it did not 
transmit the request packet. The master A waits for the 

15 response packet from the slave A for 10 seconds at 
maximum. After 10 seconds elapses, the slave does not 
perform any command code, and the communication is 
terminated. Second is. the case that the master A normally 
transmitted the request packet to the slave A, and an 

20 error is produced in the sender address field of the 
response packet transmitted from the slave A to the master - 
A. In this case, if the response packet was transmitted 
without error, and another slave B received the response 
packet, the slave B can recognize the response packet from 

25 the packet kind field value, and ignores the received 
packet. If another master B received this ■ response packet, 
the master B ignores the received packet according to the 
1-packet-transmission/l-packet-reception rule since it did 
not. transmit the request packet. The master A waits for 
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the response packet from the slave A for 10 seconds at 
maximum. After 10 seconds elapses, the slave does not 
perform any command code, and the communication is 
terminated. 

5 Next, the sending/receiving address error will be 

explained. 

If an error is produced in the bits of the receiver 
address field and the sender address field, another device 
that is not called by the sender receives the packet, but 

10 detects the CRC error. In this case, the communication 
between the devices is performed in the same sequence as 
the receiver address error and the sender address error, 
and then terminated. 

At last, the packet length error will be explained. 

15 The receiver constructs a received packet buffer 

using the number of bytes as much as the value of the 
packet length field. First, in case that the packet length 
field value' is larger" than the actual value, the receiver 
continuously waits for the data though the receiver 

20 received the actual packet. If no more byte is received, 
and the reception . limit time between bytes elapses, the 
time over error is produced, and the receiver fills the 
remaining portion of the received packet buffer with 
certain data, causing the CRC error to be produced. 

25 Accordingly, the master retransmits the packet, three times 
at maximum. Second, in case that the packet length field 
value is smaller than the actual value, the receiver also 
detects the CRC error. 



WO 02/097555 



PCT/KR01/01151 



-44- 

Industrial Applicability 

As apparent from the above description, the network 
control system according to the present invention has the 
following effects . 
5 First, according to the present invention, the 

network is constructed using the master/slave type, 1- 
cycle type, and half-duplex type communication system and 
the serial communication of a low-performance 
microcomputer used in home appliances with a simplified 
10 and standardized protocol, and thus a- low-priced and 
optimized network for the home appliances can be 
implemented . 

Second, according to the present invention, since 
the operation state change of one appliance among the home 
15 appliances connected on the network can be informed to the 
user through another appliance, and the communication 
condition and the appliance subject to the communication 
can be selected by the user, the user convenience can be 
maximized. 

20 Third, according to the present invention, since the power 
lines can be used as the communication media, the network 
connection becomes possible by connecting the power plug 
of the home appliance to the outlet without any further 

manipulation. 
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Claims 

1. A network control system for home appliances 
provided with a low-performance microcomputer having a 
serial communication function, the system being 
5 constructed to define a master/slave type communication 
structure with respect to the respective appliances; 
determine a communication standard composed of an- 
application layer, data link layer, and physical layer 
according to the communication structure; construct . a 

10 network by connecting the appliances through the serial 
communication function; and enable the appliances to 
communicate with one another in the unit of a specified 
packet according to the communication structure and 
communication standard if a predetermined communication 

15 event is produced. 

2. The network control system of claim 1, further 
comprising a network manager, connected on an external 
Internet, for controlling the home appliances connected on 
the network through a remote user interface or direct user 

20 interface. 

3. The network control system of claim 2, wherein 
the network manager includes a personal computer. 

4. The network control system of claim 1, wherein 
the communication structure is classified into a master, 

25 slave, combined master/slave, dedicated sender, and 
dedicated receiver, and is defined according to hardware 
characteristics of the corresponding home appliance. 

5. The network control system of claim 1, wherein 
the communication structure is defined as a combined 
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master/slave except that hardware characteristics of the 
corresponding home appliance do not satisfy either of 
sender and receiver conditions. 

6. The network control system of claim 1, wherein a 
5 master in the communication structure starts communication 
with a corresponding slave if the predetermined 
communication event is produced, and ends the 
communication with the slave if a predetermined 
communication condition is realized. 
10 7. The network control system of claim 1, wherein a 

slave in the communication structure is always in a 
standby state of reception, and can communicate if the 
communication is requested from a master. 

8. The network control system of claim 1, wherein a 
15 combined master/slave in the communication structure 

serves as a master to lead communication with a 
corresponding slave if the predetermined communication 
event is produced, and serves as the slave to maintain the 
standby state of reception if the communication is 
20 terminated. 

9. The network control system of claim 1, wherein a 
dedicated sender in the communication structure is defined 
as the appliance that can perform transmission only. 

10. The network control system of claim 1, wherein a 
25 dedicated receiver in the communication structure is 

defined as the appliance that can perform reception only. 

11. The network control system of claim 1, wherein 
the appliance that includes a master defined in the 
communication structure has only a function of 
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communicating with a predetermined slave or according to a 
predetermined control code. 

12. The network control system of claim 1, wherein a 
master of the communication structure has a communication 

5 standard comprising: 

an application layer composed of regions of 
application software, message construction and division, 
and message combination; 

a data link layer composed of regions of packet 
10 structure, confirmation of packet transmission, CSM/CD, 
packet check, address check, and packet data reception; 
and 

a physical layer composed of an UART. 

13. The network control system of claim 12, wherein 
15 the physical layer further comprises an adapter for a 

power-line communication , 

14. The network control system of claim 1, wherein a 
slave of the communication structure has a communication 
standard comprising: 

20 an application layer composed of regions of 

application software, message construction, message 
execution, message combination, and message redundancy 
check; 

a data link layer composed of regions of packet 
25 construction, packet transmission, CSM/CD, packet check, 
address check, and packet data reception; and 
a physical layer composed of an UART. 
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15. " The network control system of claim 14, wherein 
the physical layer further comprises an adapter for a 
power-line communication . 

16. The network control system of claim 1, wherein 
5 transmission and reception between the respective 

appliances are simultaneously performed. 

17. The network control system of claim 1, wherein 
the communication event includes a user event, periodic 
event, status event, error event, and external event. 

10 18. The network control system of claim 17, wherein 

the user event is produced through a user' s direct 
manipulation of a key of the corresponding appliance. 

19. The network control system of claim 17, wherein 
the periodic event is automatically produced at 

15 predetermined intervals. 

20. The network control system of claim 17, wherein . 
the status event is produced according to a state change 
of the corresponding appliance. 

21. The network control system of claim 20, wherein 
20 the state change includes changes of temperature, 

humidity, and operation status. 

22. The network control system of claim 17, wherein 
the external event is produced when the communication is 
requested from an outside of the appliance to the 

25 corresponding appliance. 

23. The network control system of claim 1, wherein 
when the communication event is produced, the 
corresponding appliance transmits its own state change 
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information to all the appliances connected on the 
network . 

24. The network control system of claim 1, wherein a 
master in the communication structure shares a memory for 

5 transmission and reception. 

25. The network control system of claim 1, wherein a 
slave in the communication structure shares a memory for 
transmission and reception. 

10 26. The network control system of claim 1, wherein a 

combined master/slave in the communication structure 
shares a memory for transmission and reception. 

27. The network control system of claim 1, wherein 
the packet comprises: 

15 a header region composed of a packet header field, 

and a field for adding a packet function later; 

a body region composed of a message header field, a 
field for adding a message function later, and a message 
field; and 

20 a trailer region. 

28. The network control system of claim 1, wherein 
the packet has a size of 17-255 bytes. 

29. The network control system of claim 27, wherein 
the packet header field comprises: 

25 a home ' code (HC) composed of 8 bit for classifying a 

home where the network is constructed; 

a receiver address (RA) composed of 16 bits for 
indicating the receiver' 
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a sender address (SA) composed of 16 bits for 
indicating the sender; 

a packet length (PL) composed of 8 bits for 
indicating the length of the packet; 
5 an access priority (AP) composed of 3 bits for 

indicating a priority of transmission; 

a packet header length (PHL) composed of 5 bits for 
indicating the length of the packet header; 

a protocol version (PV) composed of 8 bits for 
10 indicating the version of the protocol; 

a packet type . (PT) composed of 4 bits for indicating 
the type of the packet; 

a retransmission counter (RC) composed of 2 bits for 
indicating the number of retransmission; and 
15 a packet number (PN) composed of 2 bits for 

indicating the transmission of a new packet. 

30. The network control system of claim 29, wherein 
the home code uses hexadic values in the range of 
0x03~0xFE . 

20 31. The netwo-rk control system of claim 29, wherein 

the receiver address is always located in front of the 
sender address. 

32. The network control system of claim 29, wherein 
the receiver address comprises a network code of 2 bits, 

25 product code of 6 bits, and a code of 8 bit for 
classifying products of the same kind. 

33. The network control system of claim 29, wherein 
the access priority is determined to be *0' in case of a 
retransmission due to a data collision or an emergent 
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state, in case of a mass transmission of data through 

a message division, y 2 r in case of a normal communication, 
and '3' in case of reporting a network connection state. 

34. The network control system of claim 29, wherein 
5 the protocol version is composed of a 4-bit version and 4- 

bit subversion, and takes a value in the range of 0-15 in 
the order of updating. 

35. The network control system of claim 29, wherein 
the packet "type -indicates a packet requested by the master 

10 in case of a hexadic value of '0', successful response 
packet in case of M' , failed response packet in case of 
*5' , known packet in case of ^8', arrayed packet in case 
of x 9' , and last packet of arrayed data in case of *10' , 
respectively . 

15 36. The network control system of claim 29, wherein 

the packet number increases by 1 when a new packet is 
transmitted, and is maintained when the same packet is 
transmitted. 

37. The network control system of claim 1, wherein 
20 if the packet is a response packet from a slave, a 8-bit 

ACK/NAK is added to a message field of a body region of 
the packet. 

38. The network control system of claim 27, wherein 
the message header field comprises a message length (ML) 

25 of 8 bits, message header length (MHL) of 8 bits, and a 
port number (PO) of 8 bits. 

39. The network control system of claim 27, wherein 
the message field comprises a command code (CC) of 8 bits, 
and arguments (ARG) the bit number of which is varied. 
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40. The network control system of claim 27, wherein 
the trailer region comprises an error check (CRC) of 16 
bits, and ETX of 8 bits for indicating an end of the 
packet . 

5 41. The network control system of claim 32, wherein 

the network code assigns y ±' in case of multimedia 
appliances, A 2' in case of PC-related appliances, A 0' in 
case of appliances except for the multimedia appliances 
and PC-related appliances, \3~6' as a reserved code, and 
10 y T for selecting whether to use a group addressing. 

42. The network control system of claim 32, wherein 
the code for classifying products of the same kind is used 
as a group addressing code according to the network code 
value. 

15 43. The network control system of claim 42, wherein 

the group addressing code is divided into a group address 
according to a kind of products, and a group address 
according to. an installed place of products. 

44. The network control system of claim 42, wherein 
20 the group addressing code can be changed through a network 

manager as needed by a user. 

45. The network control system of claim 1, wherein 
the master/slave type communication structure performs the 
communication according to one among a one -request /one- 

25 response communication cycle whereby a master transmits 
one packet to a slave, and in response to this, the slave 
transmits one packet to the master to terminate the 
communication; a one -request /mult i- response communication 
cycle whereby a master transmits one packet to a plurality 
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of slaves, the respective slaves transmit one packet to 
the master in response to this, the master waits for the 
response continuously, and if a predetermined maximum 
waiting time elapses, the master terminates the 
5 communication; and a one request communication cycle 
whereby a master transmits one request with respect to a 
slave or a plurality of slaves, and then terminates -the 
communication without waiting for the response. 

46. The network control system of claim 45, wherein 
10 a predetermined delay time is given among the . respective 

communication cycles . 

47. The network control system of claim 46, wherein 
the delay time is determined so that another master except 
for the master that is performing the communication 

15 attempts to perform the communication. 

48. The network control system of claim 1, wherein 
if the communication event is produced, the corresponding 
appliance transmits at least one predetermined operation 
command to at least one object appliance. 

20 49. The network control system of claim 48, wherein 

the operation command and the object appliance is 
determined by the user. 

50. The network control system of claim 1, wherein 
if an error is detected from the packet transmitted from a 

25 master in the master/slave type communication structure, a 
slave transmits a response packet including an error code 
to the corresponding master. 

51. The network control system of claim 50, wherein 
the error code includes a packet error, receiver error, 
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bad command, illegal arguments, illegal access, and 
trouble code. 

52. The network control system of claim 51, wherein 
the packet error is produced in case of a CRC error of the 

5 received packet, 1-byte receiving time over, and response 
waiting time over. 

53. The network control system of claim 51, wherein 
the receiver error is produced in case of a .lack of 
memory, rejection of communication, refusal of remote 

10 control, non-match of protocol version, and non-match of 
message ports. 

54. The network control system of claim 51, wherein 
the bad command is produced in case that a command code 
that cannot be performed and factor values that cannot be 

15 performed are included. 

55. The network control system of claim 51, wherein 
the illegal arguments are produced in case of a factor 
number that is different from a defined number, and range 
over . 

20 56. The network control system of claim 51, wherein 

the illegal access is produced when a prohibited operation 
command is detected. 
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FIG. 7 
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FIG. 15 
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FIG. 18 
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FIG. 20 

["Event File" Body Structure] 
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